Note: ComAp cloud API v 1.1 are using the ComAp Cloud Identity and OAuth2 protocol for
authentication.

Please see. https://oauth.net/2/ for Oauth2 protocol documentation.

This Guide describes how to use APIS on developer portal. You can use API by your own apps
too in machine to machine mode of course.

Note: If you are switching to APl v 1.1 from API v1 is recommended to switch in short period as
possible to avoid potential data loss. We recommend making one subaccount, where you can
all configure and test. Then simply move units and switch.

Guideline for ComAp API v1.1 usage

First, you must register the application and generate a secret. It's a one-time action, just the
secret must be renewed before the end of the validation period.

Step 1

e Go to https://portal.websupervisor.net page.

Step 2,
e Sign up for a ComAp Cloud Identity (CCI).

ComAp API
AFIS 'WEBSUPERVISOR l SIGNIN ’

Welcome to the WebSupervisor API portal!

Develooers can discover and learn about ComAp API. Just sign up for an API key and start consuming this API right
away! APl is available in our 3 months Tria account or in all Pro accounts.

Step 3

e Navigate to the API section
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e Then to ComAp Cloud Identity API

ComAp API

HOME WEBSUPERVISOR

—

APls
ComAp Cloud Identity

APl methods allow users more granular control for accessing ComAp Clou
thiz AP first to generate OAuth tokens

WebSupervisor AP

vl
w11

Step 4

Register application

ComAp >

Navigate to the “Create application registration” POST method and use “Try it” button
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If you are logged-in your Comap-Key Value are prefiled

“ComAp Cloud Identity” value choose “Implicit” value. In the pop up please fill your ComAp Cloud

Identity e-mail and login if you are prompted
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ComAp >

Authorization value are filled automatically
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Access token expires on: 02/06/2023 12:41

ComAp Cloud Identity mpiicit
M

Subscription key Srmary-B6 1T .

Request URL

https://api.websupervisor.net/identity/application

POST https net/identizy/application HITP/1.1
Hast: apd
Comap-Key

Then click to “Sent”

You obtain “201” HTTP status code, you application was created.

Keep the “clientld” value for later usage.
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87203CUT4

t5/proc-223/workFlows /57d1FICT A8 FA60eEDT 67 CFB41bE26b

bate: Mon, ©5 Feb 2023 11:55:45 GMT
Cantert-Length: &4
ype: application/json

clientld™: [84af043f-dabe-d21d-be2s-Be7as12F9156", /
"secrets®: []

Step 5 - optional

ComAp >

e Create secret

e Navigate to “Create application secret” POST method, and click on “Try it” button

e If you are logged in your Comap-Key Value are prefilled

e “ComAp Cloud Identity” value choose “Implicit” value. In the pop up please fill your ComAp Cloud
Identity e-mail and log in if you are prompted

e Authorization value are filled automatically

e Fulfill the JSON in the Request body section:

“clientld": < ---clientID from previous step--- >",

"secret": {

"displayName": "< ---your name of secret--- >",

"duration™; "2y"
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Then click on ,Sent” button

s ComAp Cloud Identity

Creats application .
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Comip Cloud Identity o o | Access taken expires on: D2/06/2023 341 P
——————
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https://apl.websupervisor.net{identity/epplication/createSecret

FOST http:

Host: apl
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ComAp >

In the API response you obtain your secret. Maximum secret age period is 2 years

Keep “secret” value for later usage.

Step 6

e Obtain Bearer token

e Navigate to “Authenticate” GET method

e “Tryit” button

e If you are logged in your Comap-Key Value are prefilled

e Fulfill the JSON in the Request body section:

{

“clientld": "< ---clientID from previous steps--- >",

"secret": "< ---secret from previous steps--- >"

e Then click to “Sent” button
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ComAp >

Note: ComAp Cloud Identity value is not necessary to fill.

ComAp Cloud Identity
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In the response you obtain JSON

{ "token_type": "Bearer", //Type of token

"expires_in": 3599, // expiration period default is 1 hour

"ext_expires_in": 3599, // expiration period default is 1 hour
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Co >

141 ms

Response cont

Pragma: no-cache

Strict-Transport-Security: max-age=31536009; includeSubDomains

X-Content-Type-Options: nesniff

x-ms-request-id: 01d2@c5s-2917-4f8a-889-3742baab4500

x-ms-ests-server: 2.1.14526.6 - NEULR1 Prodslices

X-X55-Protection: @

Cache-Control: no-store, no-cache

P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"

Set-Cookie: fpc=AjDtuOFMxTdGirVarUd3y tQtWUeAQAAAH_-ctsOAAAA; expires=Wed, @8-Mar-2023 13:58:23 GMT; path=/; secure; HttpOnly; S
ameSite=one, x-ms-gateway-slice=estsfd; path=/; secure; httponly,stsservicecookie=estsfd; path=/; secure; httponly
Request-Context: appld=cid-v1:T2b819da-32de-4b85-b240-8c3b4adddaal

Date: Mon, @6 Feb 2023 13:58:23 GMT

Content-Length: 1083

Content-Type: application/json; charset=utf-3

Expires: -1

{

"token_type": “"Bearer”,

"expires_in": 3589,

"ext_expires_in": 3593,

"access_toke QS HSBw
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NGU3ZI ilcd p‘ﬂ')(OlGjEZN U20TE2MDMs Im51iZiT6MTYINTYSHTYwiMy CIhaW8i0ilFM1pnWUZqdVBYSEZ

Y1UveCOLQXdBPSISIMFECCIEI JYAYWYSNDNMLTRAYMUtNGEXZCIiZTIILTBIN2EIMT IMOTEINIIsImFECGF ] EIJEILCIyaCIEIJAUQWNIQVYXY2x0e!

aWstssl! FxihKg09iDCCLgSkat]

W1iuRSEjqSFrFAIBLCEYIE_pE
lmk:HkQQn,?kauqq kElcbcleRtoZ\'U*J‘ZrlfQ‘(QllE:Sﬂ\’L'Hm. HzjEue4s - MzPL4PHAUNZVEANTQUHVE_apIG681ahtsL7qLATMGYPEUgNAS 2T 2ET105CON™

}

Note: Now you have all to use API version 1.1 navigate to APIS —> v 1.1 Choose the method
which you like to use and fill “Authorization” by Bearer token in this format :

“Bearer eyJ0eXAiOIJKV1QIiLCIhbGciOiJSUzI1NilsImtpZCI6liILSTNROWSOUjdiUm9m*****”
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